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[P BbIBOPE KOMIbIOTEPA BCEI'IA HEOBXOAUMO YUUTBIBATE BOINPOC BE3ONACHOCTW

B MUPE, I'IE HEYCTAHHO BO3PACTAET POJlb MHTEPHETA, KMBEMPECTYNMHOCTb ABNAETCA OAHOM 13 CAMbIX CEPBESHBIX YIPO3 A/l BUSHECA: P Mbl BAC NMPUKPOEM. MPEACTABNIAEM CAMbIE SALLMLLEHHBIE 1 YTPABIAEMBIE KOMMbIOTEPLI HP. '

4 BCECTOPOHHSS 3ALUMTA. CO3AHO HP.
60 %

UL, OTBETCTBEHHbIX 33 PELLIEHUS p.onnap%s i B 2 O 1 ; rogy ; |.|.||
B chepe UT, 3asBnator, = HOBbIe BpPeAOHOCHbIE MPOrpaMMmbl ~a =
4To 06ecneyeHne 6e30NacHOCTM LG sia 101 0L noABNANMCb Kaxable e KomnaHum 6onbLue He MOryT nonaraTbCs TONbKO Ha 3awwmTy N0 — 0co6eHHO ecnv NPUHATHL BO BHUMaHWe pocT

BO BCeM Mupe. IT0 Ha 23 %

ALEUGISUE L (IS 60/1bLLE, YeM B MPOLLIOM rogy?

nepeooyepenHon 3agayen’

4,2 ceKyHab® KM6epnpecTynHOCTU U NOTEHLUMANbHbIN dUHaHCOoBbIN yuep6. KomnbtoTepbl HP Elite Ha 6a3e npoueccopos Intel® Core™
vPro™ BKNHOYAOT annapaTHble pelleHns A obecnevyeHus 6@30NacHOCTH, YTO AeaeT UX ropa3fo MeHee Yya3BUMbIMU 1

Ha nopanok 60nee HageXHbIMU C 3aBOAA.

ABTOMATWMYECKOE BOCCTAHOBJIEHWE

HoBoe BpegoHocHoe M0 nosBnseTca Tak 6bICTPO, YTO 60/bLLUMHCTBO KOMMAHMI He ycneBaeT oTpearnposatb. [Mo3Tomy
HUKOrOa Tak OCTPO He OLLyLLIanacb NOTPe6bHOCTb B cMCTeMe, CMOCO6HOM He 0TCTaBaTb OT yrpo3. [115 3Toro KOMNbIOTEPbI
HP Elite ocHaweHbl BCTPOEHHbIM MeXaHU3MOM 419 aBTOMATUYECKOro BoccTaHoBneHus. Mpu 06Hapy>keHnn yrpo3bl

fre 6€30MacHOCTY OHM BbINOJTHAKOT AaBTOMATUYECKYHO 3aLLMUTY, 06HApY>KeHWe aTaku U BOCCTAHOB/IEHME NOC/1e Hee — faxe
: €C/IM 3Ta aTaKa ABNAEeTCA COBEPLUEHHO HOBOW. KOMNbIOTEpbI CNeaaT 3a 060 CaMOCTOATENBHO, YTO NO3BONAET BaM
COCPeaoTOUUTBLCA Ha PELLEHNM BaXKHbIX 0,e/10BbIX 33434, 3Has, YTO Bbl HAX0AWUTECH MO, 3aLLMTOM.

81 %

JI1LL, OTBETCTBEHHbIX 32 PeLUeHus
B cdepe UT, cornaluatotcs c Tem,
4TO 6pay3epbl ABNAKOTCA

OCHOBHbIM MapLLpPYTOM
aTaku®

80-90 % 68 %

B3/I0MaHHbIX
OKOHEYHbIX YCTPOMCTB 33
nocnenHve nga ropa
BK/HOYaNu B ce6s HOyTOYKM®

naponei MoXxHo
B3/10MaTb MeHee 4eM 3a
24 yaca*

NMPOCTOTA B ADIMWHUCTPUPOBAHN

be3onacHOCTb — 3T0 KPUTUYECKM BaXKHAA 3a4a4a oA Nb6oin komnauun. UT-cneumannctbl KOMAAHWMKU MOTYT YAANEHHO
ynpaBnaTb Bcemu acnektamu komnbtotepos HP Elite, ot BIOS no apavisepos. PaspaboTaHHoe ¢ yueToM yao6cTea
ynpaeneHus, 3To 060pyaoBaHue obecneynBaeT NosIHOE COOTBETCTBME KOPNOPATMBHOM NONUTMKE O OPraHu3aLui
WL, AL C YMCNOM WTaTHbIX coTpyaHMKoB oT 10 go 10 000 1 6onee, 4TO NO3BONSAET CIKOHOMUTL BPEMS U OEHbIU.

) 3ArPY3VTE HALLE NPUOXEHME HP REVEAL, CO3LAMTE YYETHYIO e oy e e

- 3AMNNCb, A 3ATEM HAVAUTE M NOAMMULLUMTECH HA «HP PC SECURITY» . — = - - X

CHAHWPYWTE 3TH
| m CTPAHWLBI C MOMOLLBID
— i) i Nl ] T = = . = MPUNOMEHUA

~ bounload on the -
- | [. App StoreJ { > Google PIayJ - &




NNOMOIAET UT-MEHE)XXKEPAM B3ATb CUTYALWIO NMO4 KOHTPOJIE =

YTpom

HecmoTps Ha To, YTO eil NPUXOAMTCA 0TBEYATDb 3a BeCb Napk
HoBbIX KoMnbroTepoB HP Elite c npoueccopamu Intel® Core™

vPro™, Haw NT-meHedxep YyBCTBYET cebs abCONHOTHO YBEPEHHO.

OHa 3HaeT, YTO CMOXET B 4Ba CY€Ta HACTPOUTb MX C MOMOLLbLO
HP Manageability Integration Kit.

) 3ArPY3VTE HALLE NPUOXEHME HP REVEAL, CO3LAMTE YYETHYIO
. 3AMUCb, A 3ATEM HAVOWTE M NOANULIMTECH HA «HP PC SECURITY»

~ bounload on the GETITON
o | {. ;DAp;I) Stot;e} [ > Google Play

HAOEXHAA SAWNTA 24 YACA B CYTKW

[Hem

Moka no ceTu 3arpy>kaeTca HoeMwee aHTUBMpYcHoe M0, HaLw
WUT-MeHenKep MOXeT NOMTM N006eaTh, COXPAHAS YBEPEHHOCTb
B TOM, 4YTO ee ycunusa no obecneyeHuto 6€30nacHOCTM He 6yayT
HanpacHbiMu. bnarogaps pewexunto HP Sure Run gaxe
BpenoHocHoe M0 He cMOXET NpepBaTh NOAK/HYEHUE.

Beuepom

Bo3Bpawancb AoMoM, Haw MT-MeHepkep nony
Ha Mo6UNbHbIV TenedoH: «KpynHas ataka Ha BIO
no Bcei EBpone!» OgHaKo y Hee HeT 0CHOBaHWIM MAaHUKOBATh
KoMnbloTepbl B ee KOMNaHUM OCHaLLeHbI BCTPOeHHbIM 10
HP Sure Start, KoTopoe aBTOMaTUYECKU 06HAPY>KMBAET aTaku,
reHepupyeT COOTBETCTBYHOLLME YBEAOMIEHUA U BbINOMHAET
BOCCTAHOB/NEHMWE Nocsie Nobbix atak Ha BIOS.

| JOMa, HaLL COTPYAHMK NEPBbIM pa3 3a AeHb

CBOH pabouyro noyty. OH NonyyaeT npurnalleHme
0BYHO KOHdEpeHLuIo 1 peructpupyetca. Ccbinka yBoauT ero
Ha BPeAOHOCHbIN Be6-calnT, Yepes KOTopbIi BpeaoHocHoe M0
MOI/10 6b1 NPOHUKHYTB B €ro KoMnbtoTep. OgHako 6naronaps
peweHuto HP Sure Click y Hero HeT npuunH ana 6ecnokomcTBa.
OH Haxo4mMTCa NoAa HAAEXKHOM 3awmToM. Mocne Toro Kak oH
3aKpoeT 6pay3ep, BpepoHocHoe M0 ncyesHer.

[Hem

[inAa BXoAa B CUCTEMY KOMMbHOTEPA HALLUW COTPYAHUKU
NUCNOoNb3yHT 0TNEYaTK NanbuesB n 6eCKOHTAKTHbIEe KapTbl.

370 NpocTo, 6bICTPO U Fopasao 6esonacHee, YeM NpenblayLLUi
cnocob Bxoga C NOMOLLbIO eAUHOro napons. Ytobbl o6e3onacutb
ce6s 0T aTak C MOMOLLbH MOXULLLEHHbIX YYeTHbIX AAHHbIX,
COTPYAHWKM MOTYT UCMONb30BaTb A4 BX0AA [0 TPeX
Pa3nNYHbIX CNOC060B 0AHOBPEMEHHO. TakyH BO3MOXXHOCTb
naet mynbtudakTopHan aytenTupukauua HP Multifactor
Authenticate Ha ocHoBe TexHonoruu Intel® Authenticate™.

CMOKOWCTBUME N1 COTPYAHMKOB KOMMAHNW

BEYEepOM

3aBTpa COCTOUTCA 3apy6exkHas BCTpeya, Ha KOTOPYHo noeseT O4uH
M3 HaLUKUX COTPYAHMKOB. B TepMUHane a3ponopTa OH peLLaeT eLle
pa3 NoBTOpUTb GakTbl U LMPbI, 0AHAKO NOHUMAET, YTO KTO-TO
MOXeT MOACMOTPETb 3T BaXkHble AaHHble. PewweHne HP Sure View
o6ecneynBaeT NPMBATHOCTb 3KPaHa HOYTOYKA MO HaXXaTUH KHOMKM,
YTO 03HAYaeT U MrHOBEHHYH 6€30NacHOCTb AAHHbIX.

r CKAHUPYITE 3T
K CTPAHWLBI C MOMOLLBIO
NPUNOHEHHA

J




EYObTE CNOKOWHbI, 3HASA, YTO BAWA KOMMAHMA HAXOOUTCSA NOA SAWMNTON

MPELCTABNAEM CEMEMCTBO CAMbIX SAWMIWEHHBIX KOMMBIOTEPOB HP MPEMMYM-KITACCA:

ANMAPATHbIE PEWWEHWA C NMPEUMYLLECTBOM

BbICTPOE BOCCTAHOBJIEHUE U MUHUMAJIbHOE BPEMA NPOCTOA
BoccTtaHoBneHue 06pasa cucTeMbl 6bIBAET CI0XKHbIM MPOLLECCOM, BO BPeMS KOTOPOro
NpOU3BOAUTENBbHOCTb KOMMAHWUM MOXET CYLLLECTBEHHO CHUXATbCS.

HP Sure Recover no3BosnseT BOCCTaHAaBNMBaTb KOMMNbIOTEPbI 6bICTPO 1 6€30nacHo.
Mpu 5TOM BMeLIATENbCTBO M?neunanucms He TpebyeTcs!

3ALLUTA — BE30NACHbIV NEPEXOS,
Mo CCbIJIKAM

Mpu nepexofe No OLIM60YHON CCbINKE B 31EKTPOHHOM
NMCbMe UM NPOCMOTPE 3apaXKeHHOro Be6-canTa Bbl MOXeTE,
CaMu TOTO He >Xenas, OTKPbITb 3/10yMbILLNIEHHUKAM

na3senky B BaLLy CETb M AOCTYM KO BCEM XPAHALLMMCA B Helt
KOHOUMAEHUMANbHBIM AaHHbIM. AnnapaTtHoe pewexdne HP
Sure Click u3onupyet Be6-ataku B 0TAENbHOM BKNaake,
NPensTCTBYN UX NPOHUKHOBEHMIO Ha APYIve BKNaaKu
6pay3epa, B KOMMbIOTEP UK CETb KOMMAHUN.

CEPbE3HOE NPENATCTBUE 419 XAKEPOB
CTpemsacb NoNyYUTb JOCTYN K KOMMbIOTEPY,
3/10YMbILLNIEHHWUKM YaCTO UCMONb3YHT

BpenoHocHoe M0 ans oTKNHYeHUs KpUTUYECKU
BaXXHbIX NPOLIECCOB OMNEPaLUOHHON CUCTEMDI,
Hanpumep aHTuBupycHoro MO unu 6paHamay3pa.
Pewenue HP Sure Run BCTPOEHO B wKene3o»

ANS NpefoTBPaLLeHns OTKIYeHus cnyx6. Bo Bpema
aTaku OHO aBTOMATMYECKM Nepe3anyckaeT NpoLecchbl,
obecneuynBaroLme 6e30NacHOCTb KOMNbIOTEPA.

AKTUBALIUA 3KPAHA NPUBATHOCTU OAHUM
HAXXATUEM KHONKH

Bu3yanbHbIi B3NOM — 3T0 NpocTeiiuas GopMa XULLIEHNA AaHHbIX.

[laxke ecnu peyb naeT 06 06bI14HOM NOAMNAALIBAHUN

yepes nneyo, HeO6X0AMMO NMOMHUTD, YTO 3Ta TAKTUKA

3¢ dekTneHa B 9 u3 10 cnyyaes®. HP Sure View npeacraBnser e
€060 BCTPOEHHDIN PUNLTP NPUBATHOCTH, 3aKPbIBAOLLMI 3KPaH
OT NOCTOPOHHMX rNas. [ns akTMBaLMM 3KPaHa [OCTATOYHO HAXaTb
Knasuwy F2.

) 3ATPY3WTE HALLE NPWUNOXEHWE HP REVEAL, CO30AVTE YYETHYIO
r 3AMUCb, A 3ATEM HAVOWTE W NOANULMTECH HA «HP PC SECURITY»

== HP.COM/GO/COMPUTERSECURITY

o | [.’ App Store ‘ | 4 Google Play

HALEXHAS NPOBEPKA NOAJIMHHOCTU

[laxe camblii HageXHbi naponb He aaet 100 % rapaHTuio
3aLLMThI YCTPOICTB. MHOrodakTOpHasA NpoBepKa NOAIMHHOCTH
HP Multifactor Authenticate Ha ocHoBe TexHonoruu Intel®
Authenticate™ no3sonset 3aaath A0 Tpex HakToOPOB NPOBEPKU
NOANMHHOCTM BXOZA B CUCTEMY, BKNHOYAs pacno3HaBaHue nuua
1 0TNEeYaTKOB NanbLieB. Kaxaplit pakTop NpoBepku —

3TO AONO/NHUTESbHBIN YPOBEHb 3aLLMUTbI OT XaKepOoB.

ABTOMATUYECKOE BOCCTAHOBNEHME BIOS
3A CYUTAHHDBIE CEKVHADI

Mpu aTake BpeaoHocHoro MO Ha ypoeHe BIOS aHTUBMpYCHOE

M0 6eccunbHO, a KOMNbHOTEP B pe3ynbTaTe NOBPeXAeHUS He
MOANEXMUT BOCCTAHOBNEHUIO. YTO6bI HE ONYCTUTL 3TOTO, PeLLeHne
HP Sure Start — nepBoe 1 eAMHCTBEHHOE peLLieHne C GyHKLeNn
camoBoccTaHoBneHus BIOS — BbinonHaeT nposepky BIOS cuctembi
1 aBTOMaTU4eCcku NepeycTaHaBNMBaAET ee [OBEPEHHYH KONMH0.

NOJHbIV KOHTPOJIb HAJL PAGOTON NAPKA
KOMMNbITEPOB U3 10600 MECTA

HP Manageability Integration Kit 1 nocnenHee nokonenne
npoueccopos Intel® Core™ vPro™ c TexHonoruei Intel Active
Management Technology no3sonstot UT-cneuuanuctam
OCYLLeCTBNATH LIEHTPaNIM30BaHHOE U YAaneHHoe ynpasneHue
OCHOBHbIMW PeLLeHNAMK A1 obecrneyeHns 6e30nacHOCTH,
Hanpumep HP Sure Start, unn nonutukon 6esonacHocTu
npeanpuATMA AN1A BCcero napka komnbiotepos HP.

CEMEWCTBO KOMMbIOTEPOB
HP ELITE

HP Elite o6ecneynBaet BbicOYaNLLYHO
NpOM3BOAMTENBHOCTB Kak B 0duCe, TaK U B MYTH.
Hanpumep, ToHkui 1 nerkuit HP EliteBook X360

Ha 6a3e npoueccopa Intel® Core™ i7 vPro™. Natb
PEXMMOB PErynupoBKU C BO3MOXHOCTBHO MOBOPOTA
omcnnes Ha 360°, 16 yacoB paboTbl OT aKKyMyNATOPa,
6ecnpeLefeHTHAA 3aLLMTa — BCE 3TU XapakTePUCTUKMU
NO3BONAKT HA3BaTb AAHHYH MOJesb UAeaNbHbIM
KOMMbIOTEPOM 419 NpodeccuoHanoB, KOTOpbIM
NPUXOAUTCA MHOTO NEPEMELLATHLCS.

Cnoapo6Hoit HHPOpMaLMel MOXXHO 03HAKOMMUTbCS,
nepeiasn no cconke hp.com/ru/elitebook-x360

HP ZBOOK STUDIO

KoMnakTHble, 6bICTPbIE, C APKUM IKPAHOM

1 HAafleXXHOM 3aLLMTON — 3TM paboune CTaHLMK

C YHUKANbHbIM 4132 iHOM NO3BONAT BaM paboTaTtb
3¢ deKTUBHO HE3aBUCUMO OT MecTa. Caup:u‘i
apkui 4K-gucnnen HP, YNbTPATOHKMUI

MOHOBJIOK HP ELITEONE 1000 G2

MoHo6nok HP EliteOne 1000 — 370 BbICOKOKa-
YeCTBEHHOE peLUeHue Ans BUAeokoHdepeHLmni
¢ addekTom npucyTcTeuaA. bnarogapa nepenosbiM
BO3MOXHOCTSIM NPEMUYM-KI1Acca, BKNHOYAOLLUM
 npoBefeHue BUALOKOH(EPEHLMI 0AHNM HaXaTneM
~ KHOMKM, TeXHONOrUHo Lwymonogasnexns HP Noise
'_‘_; lLajion A9 YETKMX ayMOBbI30BOB, a TaKXe
i _eﬁyuxuuu 6e30MacHOCTK, Bbl CMOXETE
b CBOIO MPOM3BOAVUTE/IbHOCTb, COXPaHSist

ANA peAaKTMPOBaHNA U pe HAE
MO/HOCTbHO PACKPBITH CBOM TBOP
COXPaHAA NPOJYKTUBHOCTh.

V3HaliTe 60N

o

Be3onacHocTb ceTv paBHa 6e30MacHOCTM ee camoro c/laboro 38eHa. BKknoyas npuHTEpbI.
V3HaliTe, Kakum 06pa3om HP MoxeT o6ecneunTb 6e30MacHOCTb MPUHTEPOB 1 CETH, B KOTOPOI OHU PacrosioxkeHbl, Ha hp.com/go/printsecurity

HP ENGAGE ONE

Bnaropaps 6e3onacHoCTH, AONTOBEYHOCTH

1 PYHKLMOHANBHOM TMBKOCTH, COYETaeMbIX

B 3neraHTHoM kopnyce, HP Engage One sBnsaetca
nAeanbHbIM PeLLeHNEM AJ1 NOAAEPXKKU KPUTUYECKN
BaXXHbIX 6M3Hec-onepauuit. 3Ta yHMBepcanbHas cuctemMa
KaccoBbIX TEPMMHANOB NPEACTABNAET COBPEMEHHbI
noAxof, K po3HM4YHON TOProBne, o6ecneunBaroLLmii
MaKcMManbHoe yao6CTBo nokynaTenen.

C noApo6HO#H HHOPMaLLMEH MOXKHO 03HAKOMMUTLCS
no ccoinke hp.com/go/engageone

CKAHWPYWTE 3TH N
CTPAHMLIB! G NOMOLWBIO
NPUNCHEHUA

J



https://www8.hp.com/ru/ru/solutions/business-solutions/printingsolutions/securityoverview.html?jumpid=va_cipwzh7sv6
https://www8.hp.com/ru/ru/solutions/computer-security.html?jumpid=va_fed7mqhx91
http://hp.com/ru/elitebook-x360
https://store.hp.com/ukStore/Merch/offer.aspx?p=b-hp-zbook-studio-workstation
https://www8.hp.com/us/en/retail-solutions/engage.html?jumpid=va_s8vzg2wt4b#engageone
https://www8.hp.com/ru/ru/elite-family/eliteone-1000-aio.html

YKPENWTE CBOIO 3ALLNTY

——— intel)

HP.COM/GO/COMPUTERSECURITY

1. Kommepueckoe uccneposanue IDC 3a 2016 roa: Pesynbtatel ana MK, N2 nokymenTa US41101516, mapt 2016 r. 2. Uccnepoeanue Ponemon Institute 06 yiiep6e ot kubepnpectynHoctu B 2017 roay, 2017. 3. GDataSecurity, TeHaeHUMM pa3suTus BpesoHocHoro MO B 2017 roay, 2017. 4. bpaiaH KoHToc,
«Kak xakepbl B31aMbIBalOT NAapoO/IM U NOYEMY He YAAETCA UX OCTAHOBUTbY, HOA6PL 2017 . 5. Ponemon Institute, npu puHaHcoBo nopaepxke Spikes Security: «3aaaya 3awmThl 0T BpeaoHocHoro M0, nepefaBaemoro Yepes 6paysep», pespanb 2015 r. 6. Mccnenosanue Vanson Bourne no 3akasy Bromium, sHBapb
T 2017T.7.Ha 0CHOBaHWW OLEHKM YHUKAMbHbIX KOMMNEKCHbIX BCTPOEHHbIX GyHKLMI 6e3onacHocTv HP 1 KoHTpons co cTopoHbl M0 HP Manageability Integration Kit Hag annapaTHbiM o6ecneyeHnem 1 BIOS, B COBOKYMHOCTH C KOHTPOMIEM HAA NPOrpaMMHbIM o6ecneyeHnem Microsoft System Center Configuration
Manager, koTopas 6bisia NpoBeAeHa Cpeav NOCTABLUMKOB C FO40BbIM 06bEMOM Npofax 6onee 1 MIH eAnHUL, MPOAYKUMM Ha KomnbtoTepax HP Elite c npoueccopom Intel® Core® He HuXe 7-ro NOKOMEHUs C MHTEerpUpPOBaHHOM rpacduyeckoi nnatoi Intel® u cetbro WLAN Intel®, no coctosHuio Ha Hoa6pb 2016 roaa.

8. Ponemon Institute, «OnbIT BU3yanbHoro B3noman», 2015.
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